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Digital Processes

Business processes:
e Procurement
Accounting
Recruiting
Development

many other specibc processes

Industrial processes:
e Industrial control
Automation
Production
Maintenance
Installation

Decommissioning
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Motivation

IT security (base-line protection) concentrates on topics like protection [o
infrastructures, access control, protection on the level of applications.

Focus is on recognition of threats, prevention of attacks, risk analysis,
reaction and security concepts. J

Base-line protection provides essential foundations for secure operatio

IT systems. Adding the process perspective can provide a better focu
targeted IT security measures.

Z Fraunhofer
SIT

Carsten Rudolph (Fraunhofer SIT) Securing Digital Processes 13.6.2012 3/12



Approach

Based on processeppsitiveassertions on IT security can be formulated
@ Describe/specify process
@ Identify security requirements on the level of the process.
© Relate process specibcations to IT systems.
@ Derive security requirements on level of IT systems.

© Check if base-line protection is sulcient, targeted risk analysis, add
suitable security measures.

4
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Examples

1. Digital speed control J

2. Voice over IP communication }
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Speed control: Camera with centralized data storage

WA

Z Fraunhofer
SIT

Carsten Rudolph (Fraunhofer SIT) Securing Digital Processes 13.6.2012 6/12



Speed control: Camera with centralized data storage

' \

1

\ . / j
State of the camera

Configuration
Correct time
- Location, Non!repudiation
Identity (serial number), Owner, etc.

Z Fraunhofer
SIT

Carsten Rudolph (Fraunhofer SIT) Securing Digital Processes 13.6.2012 7112



Summary examplel: digital camera for speed control

Process (simplibed):
@ Installation/conbguration
@ Operation/taking measurements and photos
© Computation of data records
@ Transfer to server
© Archiving
© Dispute resolution

Security requirement:
It must be possible to prove the correctness of measurements with
probative force.

v

Z Fraunhofer
SIT

Carsten Rudolph (Fraunhofer SIT) Securing Digital Processes 13.6.2012 8/12



Summary examplel: digital camera for speed control

IT view of the process (simplibed):
@ Installation/conbguration done directly on the device
@ Measurment on device
© Computation on device
@ Transfer via public networks
© Archiving on server with back-up data-base

© Check data record on some PC during dispute resolution.

v

Security requirement on IT level: Check of data records needs to prov
that the device was in the correct status (valid conbguration and softwai
status) when the data record was created.

Possible solution: Protect software and conbguration on the device an
bind data records to status of the device at the time of the measuremen

.
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Example 2: VolP communication

Scenario: Call-center of a company selling medical equipment.

e 24h hot-line with experts gives advice on the correct operations of

devices, e.g. parameters to be changed for a particular medication

treatment.

e Call-center is the main contact for medical personnel working with t

machines.

e Documentation is mandatory, current practice is to record on tape.

e VolP communication can be elciently stored in digital format. Thus,

the person-to-person communication gets connected to a digital
process.

—
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Summary example2: VolP communication

Process (simplibed): 1. Call comes in with a question 2. Interaction anc
response 3. Conbrmation of response 4. Documentation

Security requirement: All steps need to be documented and need to b
available in case of a dispute. f

IT view of the process (simplibed): 1.-3. runs over VoIP 4. storing digite
records for VolP communications

Security requirement on IT level: VolP stream must be recorded in a we
that integrity and authenticity can be proven in the case of a dispute. \T

Possible solution: Digital signatures on VolP and secure archiving. ]
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Additional security measures

Protection of digital data records only shows wrong records after they he
been produced. Thus, operation with insecure states remains possible.

Security monitoring can provide information on the current status of IT
systems. One standardized approach is the meta-data access protocol .
interfaces to integrate it (IF-MAP). The status of a system or network ¢
be visualized using a meta-data graph. One example is shown in the
demonstration after lunch.
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